LIST OF 'nr.STIONS RELATIVE TO 
AR!T AIR FORCE'’ MILITARY CHARACTERISTICS 
'FOR CO , '*TJ?v , ICATTON e ' SECURITY E^UIT'ENT 



General Questions or Items for Discussio 



1. Does Amy Air Forces plan to leave to Army Security Agency the 
decision as to whether a device built in rccordance with the "/Cs is to bo 

an integrated or non-integrated eqoiranent? 

\ 

2. ’'any suggestions will oro-iably be made with regard to training 
periods on all the AAF anuipment. Under the array enlistment system it is 
necessary thit consideration be given to the portion of an. enlistment period 
given to training for a job and certainly the AAF should exnress themselves 

on this point. This training time snould be mini-run consistent witn other rer-u5.ro- 
ments. Uowevjr, whore the use of a device is intended to be ench ar to rcouire 
extremely short and simple training periods# specific reference mo this require- 
ment should be given, "dth indication of the priority of this requirement as 
compared to requirement e for security, weight, aise, speed, etc* Fcr instance, 

a 

with the v «-209, where* operators are constantly beinm shofc up, to be replaced by 

mere novices, with no training to sneak of, the rrrulrement for simnle maintenance 

and operation training takes precedence over security, as does weight and size. 

In this respect, t<ie Chief, "Vchnical Staff (''XXE-fll) oroposed to :J\ P and Research 

and Development I)iv ’ n; or in aoril 19 £.6, that all future V /C°8 be wrut>en much 

* 

like a newspaoer story, witn p lrst things first. Abbreviations of tro ’’/C c b by 
cutting from tie end then leaves fcne essential /•ec-uirerents expresst’a . n the first 
paragranh, and a delineation of th-sa in order of decreasing imoortrnce as the end. 
of the presentation is approached. , 

Specific r u(.sc.ions or Items for Discussion 
3» Vaster ihcrypled Transmission System, 

a. Present planning considers this system for use only between <ir 
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2 . Ilany suggestions will probably be made with regard to training 

periods on all the AAF equipment. Under the array enlistment system it is 
necessary that consideration be given to the portion of an enlistment period 
given to training for a job and certainly the AAF should express themselves 
on this point. This training time should be minimum consistent with other retire- 
ments. However, where the use of a device is intended to be such as to require 
extremely short and simple training periods, specific reference to this retire- 
ment should be given, with indication of the priority of this requirement as 
'compared to requirements for security, weight, size, speech, etc. For instance, 
with the * -209, where operators are constantly being shot up, to be replaced by 
mere novices, with no training to sneak of, the retirement for simple maintenance 
and operation training takes precedence over security, as does weight and size. 

In this respect, the Chief, technical Staff ('"DOAS-Pl) proposed to AAF and Research 
and Development Division in April 1946, that all future l/C’s be written much 
like a newspaoer story, with first things first. Abbreviations of the 7C-S by- 
cutting from the end then leaves tne essential requirements express* in the first 
paragraph, and a delineation of these in order of decreasing importance as the end 
of the presentation is Reproached. 

Specific r uestions or Items for Discussion 

3. Easter Encrypted Transmission System, 
o Present planning considers this system for use only between Ear 




a 



Department and theater headquarters,, Unless AAP is organized as a separate 
service, a device under FT? II, XI or IX might well fulfill the contemplated re- 
quirements of the AAF. 

b. Suggest that in paragraph 1 the term "infinite security" might be 

i 

replaced by appropriate delineattCn of "high security" raUch l^ke the reference in 
B5*R I, Ground Point-to-Point Section of SIGIRA. Security division is reluctant 

i 

i 

to consider security in terms of infinity. 

'Co In paragraph 2f (V/C's) suggest "Operate .vith standard applicable 
types of signal communications eouipnent." 

4. High-;'edium Echelon Literal System. 

b 

a« Indication here is for a "black box" that can be used wi^h normal 
applicable standard Teletypewriter equipment. The "black box" should in no way 
" prevent" ' delivery of standard page or taps copy from this equipment, nor hinder 
the operation of the standard eouipment at the spaed of modem printing telegraphy. 
Since planning for the future includes 100-150 speed eouipments in t/ie teletype 
field, some "cover" phraseology to guarantee this rapid operation should be in- 

l 

eluded. 

b. Reference paragraph 2$ (r/C»s)„ Further explanation of "normal 
teletypewriter poaer supply" is desirable. 

c. Reference paragraph 2f, ( ?r /C 5 s)n It is considered that the direct 
encryption of numerals, while itself feasible, wCuld cause considerable difficul- 
ties in the operation of such a device. The fact that transmission errors will 

v. i 

occur in some degree would necessitate the repetition of each numeral in any J 

message. Ahen transmission Is by radio, this is almost certain to result in message 
delays and loss of channel time. Errors that may occur in single characters of 
numerals that are spelled out, however, will not normally cause reouests for re- 



2 



peats. A repeated numeral actually renuires a second repetition* if the first 
repetition differs fror the original transmission* in order to determine which 
is correct.' However* tabulations cannot be handled by spelled out numosrs es 
well as by directly encrypted numerals. 

i 

5. Low hchelon Literal System. 

a. Reference paragraph 2e O'/C's). Suggest substitution of "Be capable 
of emergency operation from standard battery supoly." 

b. Security of this device should be expressed as adequate in terms oi 
the echelon of use. Policy on this matter should be promulgated and the ’’/Cs 
revised by AAF in accordance with the policy if possible. 

i 

• 

c. Reference paragraph 2g (VC’s). See paragraph 4c above. 

d. Reference paragraph 2J (f'/C’s). ’Wiat is meant by Standard military 
. power source'? 

6. Airborne Literal System. 

a. Paragraph 4a above aoplies generally here. 

b. Reference paragraph 2j 0’/C*s) paragraph 4c above aDolies, 

c. For reasons unknown* soocific power supply references are not made. 

d. Security should be considered on terms of the approved policy* as 
aderuats for the echelon considered. 

7. Special Vission System. 

a. Suggest .rephrasing of "infinite" security. 

b. Reference paragraph 2b ( ,T /C's) reccrarend substation of " caoabla of 

multiple conference operation." 

\ 

c. It is understood that paragraph 2h ( V /C’s) means- that AA? does not 
want to be limited as to message lengths for each indicator used .... they do 
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not want to have to string out a series of short messages to get a predetermined 
message length for sending with a given Indicator, nor do they wish to have to 
break or otherwise curtail lengths of messages tent under one indicator. But 
the wording doee not clearly convey this thought . 

d. How does "mobile airborne - operation" differ from "airborne operation"? 

e. Paragraph 4c above apnlies. 

f . Further consideration might be given to utilisation of a cannon 

« 

device for f'/C'e 5 and 4, ''racial 'Iseioo System and Airborne Literal System. If 
thia is practicable the advantages are obvious. 

* I 

8. Aircraft Movement System . 

a. Reference paragraph 2d (''/C*s) "Taoe" should be modified. Is printed 
or punched tape or both intended 9 

b. Reference paragraph 2e (H/C's) paragraph 4c above applies. 

c. Reference paragraph 3d (”/C's) what ia reant by "Normal Code Roam 
Personnel 9 Paragraph 2 above applies, 

d. Further amplification of paragraph 1 (’’/C'a) required. 

9. leather Collecting System, 

a. Reference paragraph 1 (’'/C'b) is not weather traffic sent in all 

classifications during war time? 

■ 

b. Reference paragraph 2j ( tr /C*s) Wiat are the present and anticipated 

i 

airborne power supplies? Voltages, etc.? 

c. Specific reference should be made to a renuireront 'or manual and 
automatic on-line, and off-line operation. 

10. T'ediuro-Hlgh Echelon Clphony System . 

a. Reference paragraph 1 (T'/C's) How . 1 bout Tod Secret? 
be Paragraph 2c (V/C's) might bs more clearly stated to indicate that 
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o. Reference 3c (”/ c * ®) Suggest maximum weights, sizes, etc. be given, 
""hat is, or acre appropriately , what will be tjhe^ limitations as to weight .and 

p 

else placed on items to be transported by "standard cargo aircraft”? 

11. Airborne Cinhonv ttrulaaeAt . 

a. Reference paragraph 2b (V^'s) Since the cryptographic eouiprnent 
will supply a signal for modulation only to the radio transmitter and si/ice the 
transmitted signal will therefore be a characteristic of the radio tranandtter 

s 

and not of the olphony converter it is, rather difficult to eee how the converter 

■ 

may supply a signal that will hob be unduly affected by atmospherics and inter- 
ference. 

b. Reference paragraph 21 C'/C’s) Vague. Does this mean standard 
airborne power supply? If so, whet are standard airborne cower sumlies? "That 
trend will they take in the future 9 

e. Reference paragraph 2k ( V /C*8) 'The airforce eouinnent would be held 
by pround force unite with which the Air *oree unit wished to communicate. This 

a 

equipment suoplies a signal for modulation by HP line-of-alght command radio sets, 
wtureas normal ground units cannot use HP line-of-sight transmissions except for 
short distances or to aircraft* Therefore the AAF clouiment would work with 
identical equipment issued to A(JF unite that need it. 

a 

d. Reference paragraph 2p O'/C’s) "'ftnircum "lag" probably would do 
better than "no l^g" if technical correctness is desired. 

12. Hjgh-”edlun Echelon Cifax Enuinmant . 

a. Reference paragraph 2a und 2f ( n /C’s) These might be stated thuely: 

i 

Not adversely affect t is traffic handling .capacity, operating 
range, or intelligibility normally afforded by any transmission 

r 

i 

system with which it is used. 
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h- RafenRe paragraph 2J {M/C ®s) 2nf< 
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ie nob sufficiently 



definite o Hornal voice circuits may be split as to bandmidths, that ie g having 
bsadmidths of 1600 GFS and circuits of this type oil! not perait facsimile trans* 

i 

mission- This characteristic might properly' state definitely the permissil&e 



frequency al2noatloa 0 

Co Reference paragraph 2c and 2d (U/C'e) Here, again, the "black ban® 
idea is advanced 9 The security equipment should not, shea used with facsimile 
equipment that can meet 2c and 2d (g/Cs), In any say .prevent the facsimile equip* 

^ i 

aent from doing thlso Perhaps a rewording is in order 0 



13- AteSasas §sl Mi lefaalga Cftftoc System ., 

a 

a. Reference paragraph 2a and 2f (M/C's) see paragraph 12a above- 

* / 

b- Xe this to be as "Integrated* or "black bos" type of equipment? 
c. Reference 3b (f/C's) There is that "mobile airborne operation 

agalaU 

do Security should be expressed in terns of the "adequate" policy 

i 

paper, or at least an understanding should be **Lched. 

14a Would It be advisable to try to standardise, the order of > presentation 
■ 

of the infornation much in the manner used In preparing the two redrafts attached 

i 

os TAB A and B? Can consideration be given at this time to writing- the u/C's 
with "first" things first? Obviously, id sene a/C»s weight and else ere more 
important then dtgree of security or speed of operation and vice votes. Q Can soma 
expression of this relation be included in the £S/C°a? 1 



2 Xncls 

1- n/c»s for ltediun»High 

Echelon Ciphooy System (TAB A) 

2. M/C’a for Airborne Clphony 
System (TAB B) 

i 
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MILITARY CHARACTERISTICS FOR KESOToHIGH ECHELON CIPHQNI SYSTEM 



CONVERTER 




Air Forces has a requirement for voice secrecy equipment for 

command and conference purposes among high and median echelons „ This 

equipment will be designed to afford security from enemy analysis to voice 

’ wire and radio communications of classifications including SECRET and TOP 

% 

SECRETo 

c- I 

2 0 OPERATIONAL CHARACTERISTICS 



/ 



This equipment shall: 

a„ Not adversely affect the traffic handling capacity c operating 
range, or intelligibility normally afforded by any transmission system with 

m 

which it is usedc- 

b Q Bh so constructed that knowledge of the general cryptosystems 

and/or possession of the equipment will not compromise the security of the 

' 

communications* 

Cr Be so constructed so that the specific key may be readily 
changeable by the operating personnel 0 

do Emit a clear, strident warning to both subscriber and attendant 

i 

when transmission in the clear is oecurring 0 

So Be provided with a simple emergency destruction mean3 0 
f o Operate successfully with appropriate types of stanourd 
military radio sets Intended for voice transmission and with wire telephone 
equipment having a transmission band width of at least 3000 cycles per 

r 

second without modification of cither* 



f ' 



I 
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2, OPi-JtATICKAL CHARACT^KIbTICS (Cont'd) 

g 0 Be operable from a standard telephone handset If consistent 
with other characteristics B 

ho Provide for multl-station net operation* 

*■ 

1 0 Provide for imiltl-subscriber operation off one terminal,, 

Jo Be operable from a 115/230 volt 50/60 cycle power source and 
be provided with a standard power plant capable of continuous operation* 
k 0 Be operable <?ith corresponding Army Ground Forces equlpnento 
3o PHXSICA1 CHARACT3HI3 , ClCg 

a« The converter shall be light,, sturdy, compact and of the 
simplest possible design consistent with other requirements s 

b 0 The converter sh-11 be housed in a submersion-proof carry- 
ing-ease or eases which are of a sufficiently rugged and weather-proof con- 
struction to withstand normal usage In the field* 

c 0 The converter and power source shall be transportable in any ' 
standard cargo aircraft* 

(1 0 nil components shall be so constructed as to be capable of 
Operation and storage under 'ill climatic conditions to be encountered in 
the field,, 

% 

s 0 The converter shall be separable into components each not to 
exceed a two-man load* * 

f* It Bhall be capable of being installed by two men 0 

i 

go 'It shall not require close control o* ambient temperature by 
operating personnel,, 

he It shall be capable of being Installed and operated in any 
shelter suitable to the installation of comparable communications equipment* 
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MILITARY CHARACTERISTICS FOR AIRBORNE C IPHONE SYSTEM 



CONVERTER 



1, GENERAL RjS jUIRSHEWTS 

AjLr Forces has a requirement for voice secrecy equipment for use 
in }oct echelons point-to-point p air-to-air^ und air-to-ground communications 

1 

providing security to include the minimum classification of CONFIDENTIAL 
and which is an integral part of aircraft command communications equipment □ 
2 0 QPFJtATICKAL CHARACTERISTICS 

I * 

This equipment shall 1 

N 

a a Not adversely affect the traffic Handling capacity, operating 
range, or intelligibility normally afforded by any transmission system with 

which it is usedo 

\ 

f b 0 Be so constructed that knowledge of the general crypto-systems 

and/or possession of the equipment will not compromise the security of t^ie 
communications c 

1 

Co Be so constructed so that the specific key may be readily 
changeable by the operating personnel 0 

d a Be an integral part of aircraft command radio equipment,, 

1 

1 / 

b 0 Be operable from a standard microphone » 

n. 

f 0 Provide for multistation operation,, 

go Be operable from standard povor available in military aircraft,, 

h 0 Not require constant control of 3ynchronization c 

1„ Be operable with Air Forces equipment *?hen held by Ground forces 

„ j 0 Ee usable for point-to-point 1 ew echelon voice truffle,, 

\ 

& 0 Be capable of Handling highly stereotyped air-to-air <md air- 
to-ground voice weather messages,. 
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2 0 OPERATIONAL CHARACTERISTICS {Comt E d} • 

la Require that there shall be no lag between the tine of 
reception and the tine of transmission* / 

Oo Be provided with a simile emergency destruction means 0 
3» PHYSICAL CHARACTERISTICS 

So The equipment shall be capable of being installed in any 
military aircraft n 

b<, The equipment shall be capable of being operated and stored 
under all climatic conditions to be encountered in the field 0 

Co The weight of cryptographic element should not exceed 15 

pounds o 

\ 

\ 

4o TRAINING REQUIREMENTS 

The training for operating and maintenance personnel for this 

equipment shall be the minimum consistent with other requirements 0 

-• 

\ 

\ 



2 

SECRET 



